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Syslog

* “Syslog is a standard for computer
apache  snort message logging.” (wikipedia)

» Most network devices (routers and

mail sshd .
switches), can generate Syslog logs.

Linux servers, apache web server,
named crond ) .
most firewalls, some printers also

In Windows there is also a large
number of tools that enables collecting
l Windows Event Log or |IS data and

\/ support Syslog.

send it to a Syslog server.”
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Syslog — Lttng

« We hooked Syslog Daemon
(by adding 3 tracepoints) to
generate LTTng UST events.

|t makes possible to gather

LTTng trace events from any
@ application generating syslog

omLTTnguUST entries, without modifying the

/ original application.

LTTng event
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Demo

anache] | snon 1. Syslog — LTTng
2. Snort — Syslog — LTTng
3. PHP - Syslog - LTTng
Syslog
omLTTngUST

/.
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Thank you

Questions?
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